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Timestamping
● The time stamping process provides a temporal order 

among a set of events 
● The newspapers have this feature



Why is Timestamping important?

● Proving the date of content creation (e.g. patents, keeping  
track of the history of goods) 

● Markets in Financial Instruments Directive II (MiFID II): Any 
event required for trading venues has to be timestamped 
accordingly to a unique clock.



State of the art

● Server aided model [Haber, Stornetta ’91] 
● The previous approach has been improved in many aspects (e.g. 

[Buldas, Laanoja, Truu '17]) 
● Distributed scenarios: 

1. the documents can be jointly signed by n parties (incentive 
issues) 

2. using the blockchain (e.g. [Clark, Essex ’12] OriginStamp, 
Guardtime) 

● UC formalizations:  
● Server aided model [MSTS04] 
● Non-interactive timestamping via VDF [LSS19]
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Ledger functionality 
proposed in [BMTZ 

CRYPTO 17]
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At time T7 the rabbit cannot 
be convinced that           was 
signed before              

This protocol allows 
to postdate a signature

Let’s embed un unpredictable 
random value inside the 

signature
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But Bitcoin/Ouroboros/Algorand… protocol does have 
“fresh” randomness! 

• The honest miners’ nonces 
• Implicit in all security proofs

• The honest miners’ keys 
• The honest miners’ transactions 

The ledger functionality is aimed to abstract the 
consensus layer of Blockchains!  

Since Bitcoin/Ouroboros implements the ledger, its 
contents would have similar properties
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How can we add randomness to ledger? 
Let’s design a new ledger 

And re-prove security from 
scratch … 
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Summary

●UC definitions of postdate, backdate and 
timed security for the notions of: signature, ZK 
and Signature of Knowledge 

●Definition and construction of a weak-beacon 
in the strong ledger-hybrid model



Thank you


